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1. Purpose, Scope and Users

The purpose of this policy is to establish a consistent and secure approach to the archiving,
storage, retrieval, retention and disposal of paper-based records across the RNN Group. The
policy supports compliance with the UK General Data Protection Regulation (UK GDPR), the Data
Protection Act 2018 (DPA 2018) and other statutory, regulatory and operational requirements
whilst ensuring that records remain accessible for legitimate business purposes throughout their
retention period.

The policy is also intended to aid paper records storage issues identified at various Group sites
and to eliminate the need to retain paper records unnecessarily.

2. Roles and Responsibilities

All Staff

It is the responsibility of all RNN Group staff to ensure that paper records are filed and archived
correctly and all employees have a duty to keep personal information secure and confidential in
accordance with the UK GDPR and DPA 2018 and the RNN Group’s Data Protection Policy.

The policy relates to all paper-based filing systems, not just those containing student
information.

IGA Team

It is the responsibility of the Information Governance and Assurance (IGA) team to maintain the
central register of archived records and issue the appropriate boxes and labels for official
archives and to approve offsite storage.

The IGA team will also manage the internal process of collection and storage throughout the
Group’s approved onsite storage locations.

Department Heads

Department Heads are responsible for ensuring that records created or maintained within their
area are managed in accordance with the policy, the Data Retention Policy and the Data
Retention Schedule.

The IGA team will provide advice and guidance on retention requirements, archiving
arrangements, retrieval processes and secure disposal.

3. Boxing Records

In addition to any RNN Group policy and/or guidance regarding the maintenance of student, staff
or other client paper-based records or other filing systems, it is good general office practice to
weed out, destroy, or archive, unnecessary paperwork on a regular basis.

Before any archiving process is implemented, whether on or offsite, all collections of paper
forming a file must be checked for duplicates to ensure that the minimum number of documents
are kept. In addition, only documents considered essential to the file should be retained.

Any identified duplicates should be placed in local confidential waste consoles or in confidential
waste bags when dealing with large volumes of paperwork.

All remaining documents must be correctly filed according to any departmental procedures. The
file must not contain loose papers unless the file is to be sealed.

Each file placed within an archive box, must be clearly and appropriately labelled with details of
the file content and the agreed review/destruction date as a minimum. An example of the
authorised label for the archive box can be located in Appendix A, the labels themselves can only
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be issued by a member of the IGA team. Refer to the RNN Group Data Retention Schedule for
appropriate destruction dates of records.

In some instances, it is usual practice within the Group for paper files to be archived on the
premises and it is assumed that filing space has been allocated for this purpose for all closed files
that need to be retained. In areas, however, where storage of records is limited, offsite storage
will be required. It is the aim of this policy to guide staff through the process of archiving
correctly, particularly in relation to offsite storage.

3.1 Security of Archived Records

Archived records must be protected against unauthorised access, loss, theft, damage or
destruction.

Paper records awaiting collection or transfer to storage must be kept in secure locations with
access restricted to authorised staff only.

Archived records must not be stored in corridors, stairwells or other unapproved locations.

4. Onsite/Offsite Archiving

Where space is limited, it may be necessary to archive paper records away from the premises.
The RNN Group has therefore arranged for access to an approved archive storage provider.

It is extremely important to note that each box of records that is sent to offsite storage has a
cost implication to the Group, in terms of the cost of processing the box, the cost of storing the
box for the agreed retention period, and the cost of retrieval or destruction.

5. Archiving Records

In all cases identify the documents that need to be kept in accordance with the RNN Group Data
Retention Schedule. Remove all duplicates and any unnecessary documents.

Obtain the agreed official archiving boxes and labels by contacting the IGA team on ext. 4666,
see Appendix B for the process flowchart.

When commencing your archiving, secure papers with treasury tags, or place in appropriately
labelled envelopes. Do not use staples, paper clips or rubber bands as these can rust or perish.

When filling your box, itemise all the records that you are placing in the box on your
departmental spreadsheet, should this be necessary, the RNN Group central record of archive will
be maintained by the IGA team.

Do not mix types of records or years, keep one type of record to one box, wherever possible.

You will need to identify how long your archived records need to be kept and a disposal date will
be added to the label, see Appendix A. To identify retention and disposal arrangements use the
RNN Group Data Retention Schedule that can be located within the IGA web pages on the RNN
Group website.

In all cases the archive box should contain a list of each set of records that is in the box.

Make sure your box is not overfilled or too heavy as detailed in Appendix C. The maximum
weight for Health & Safety purposes is 13 kg. Lie documents flat in the archiving box, as
standing documents upright puts excess strain on the sides of the box and causes it to become
misshapen so the lid will no longer fit, only fill your box up to the handle hole.

Once your box is full and you have put a list of the contents inside the box, use parcel tape to
seal the box by taping around the lid and across the top of the box. Place your archiving label at
the short end of the box where it is printed ‘box reference’, see Appendix A and Appendix C.
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When boxes are ready to be collected, contact the IGA team who will arrange collection. Boxes
that are not appropriately filled or labelled will be refused collection.

Offsite Storage - the IGA team will liaise with the offsite storage contractor to arrange collection.

It is important to understand that official approved storage provider archive boxes are
designated solely for the storage of archived paper records and should not be utilised
for any other purpose.

5.1 Destruction of Archived Records

Records reaching the end of their retention period must be securely destroyed in accordance with
the Group’s Data Retention Policy and Data Retention Schedule and removed from the Archive
Central Record. The Group will retain Duty of Care: Waste Transfer Notes provided by the
approved contractor as evidence of collection and disposal.

6. Retrieval of Offsite Records

One week notice should be provided to the IGA team for the retrieval of any records which are
stored offsite.

In exceptional circumstances, if the records for retrieval are required urgently, delivery may be
possible on same day, or alternatively, the retrieved record can be collected in person (with prior
arrangement

The IGA team will manage the process and will work with the departments to arrange delivery of
the records.

Departments receiving retrieved records are responsible for maintaining the security of those
records whilst they remain in their possession and must ensure their prompt return where
ongoing retention (whether internal or external) is required.

The central record will be updated to reflect all retrievals and returns.

Any loss, theft, unauthorised access, damage or suspected compromise of archived records must
be reported immediately to the IGA team.

The IGA team will assess all reported incidents and determine whether regulatory notification or
further investigation is required.

7. Contacts

Information Governance and Assurance team - Internal 4666, external 01909 504666
Email: IG@rnngroup.ac.uk

Details of the Group’s current approved archive provider are available from the IGA team.

8. Monitoring, Compliance and Linked Policies

Compliance with this policy may be monitored by the IGA team through periodic audits,
inspections and record reviews. Departments are expected to co-operate with any such activity
and address any identified non-compliance.

Policies and guidance linked to this policy:

Data Protection Policy
Data Retention Policy and Schedule
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Appendix A

(\) RNN

GROUP Authorised Archive Records

Department

Contact

Contents

Box Number

Destruction Date
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Appendix B

Request archive boxes
and labels from IGATeam

Paper Archives I} RNN
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Appendix C

Box Filling

Label to be placed at
the short end of the box
(as pictured)

Do not stand files upright, as this puts pressure on the
‘sides, which bulge and prevent a lid fitting correctly.

The lid must fit onto the box

Do not over fill above the handle holes

Just Right
Lay files flat in the box and fill up to the handle holes

Maximum weight per box is 13kg

Once your box is full put a list of the contents inside the box, then use

parcel tape to seal the box by taping around the lid and across the top of the box.
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