Privacy concerns exist where electronic
communication methods are used.
HR leavers process states that an out of
office must be set by the individual and
any access granted before leaving

Start
investigation

Searches

performed using
criteria provided

Initial contact to be
made to the
dp@mngroup.ac.uk
email

Does this decision impact on the
strategic operations of the Group?

IG team granted owner
access to relative mailbox

Request for
access
received

Email related
Various UK

legislation

Explicit instruction
must be given for
investigation or
action to start

Email data
released to
designated
member of staff

Emails are intended for the recipient only and great care must be taken
by the Group when a decision is made to break the privacy trust between
the two parties.

The Group has a duty of care to protect the privacy of alland thisincludes
third parties that may have supplied personal information to the Group,
therefore access cannot be granted.

Is this acceptable to
complete the enquiry?

Risk assessment
performed by DPO

Stop

workflow

Discussions with SLT
take place to discuss
risk implications of
actions requested

IG team access to relative
mailbox removed

Stop
workflow

File access

related

Document request
on [T Services
Helpdesk

Stop

workflow

Content Access Request

Request must be
authorised by
department
manager

IT Services team
process access
accordingly

Complete helpdesk
ticket

Any privacy concerns
must be alerted to the
DPO throughout this
process

Datais ‘put’ onto the storage by the
member of staff, this is therefore
available to all other staff of the Group.

Any privacy concerns should be
addressed by the individual prior to
content being placed on Group storage

A member of SLT
can also authorise
access where
department
manager
unavailable

O

Access can be drive
access, specific
folder/document
access, restoration
or data copy
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IT Services team
document actions
on helpdesk ticket
as they action

Stop
workflow
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